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Abstract

RESEARCH OBJECTIVE: This article aims at a description of the structure 
of cybersecurity in the EU, taking into account its most important objectives and 
characteristics, as well as its geopolitical and international context.

THE RESEARCH PROBLEM AND METHODS: The cybersecurity
‑focused discourse usually refers to the national dimension of security. However, 
the multidimensionality of cybersecurity determines the need to build cyber 
capacity also on the basis of cooperation in international relations, including the 
economic dimension. The article attempts to fill the gap in the discussion of the 
perception and implementation of cybersecurity at the transnational level, with 
reference to European Union activities. In carrying out this task, the paper relies 
on institutional and legal analysis, combined with a review of the literature and 
documents and normative acts.

THE PROCESS OF ARGUMENTATION: The article is composed of three 
parts. Part one sets out considerations on the conceptualisation of cybersecurity; 
part two describes the framework of cybersecurity in the EU; finally, taking 
into account the perspective of international organisations, part three presents 
implications resulting from the EU’s experience. 

1 The article presents the result of the Project no 085/EES/2024/POT financed from 
the subsidy granted to the Krakow University of Economics.
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RESEARCH RESULTS: The economic dimension (link to the functioning of 
the European single market) is of particular importance in the practical applica‑
tion of the EU’s integrated approach to cybersecurity, alongside technical issues, 
building digital resilience and citizen awareness. What distinguishes the imple‑
mentation of cybersecurity in the EU is the activity in the field of implementing 
regulations concerning, among other things: the resilience and responsiveness 
of selected public and private entities throughout the EU, the security of ICT 
products, services and processes, or the protection of consumers and businesses.

CONCLUSIONS, INNOVATIONS, AND RECOMMENDATION: 
EU action can serve as a global example of an active approach in the field of 
cybersecurity by an international organisation which is not concerned with 
military or defence issues, while seeking to promote cybersecurity principles 
and standards internationally. 

Keywords: 
cybersecurity, European Union, European Single Market

INTRODUCTION

Progressive digitisation covering all spheres of life, including the 
economy, provides an important stimulus to change in the percep‑
tion and implementation of the paradigm of state security. Despite 
the ongoing fundamental and revolutionary socio-economic changes, 
connected with dynamic technology development, the comprehen‑
sive use of the Internet, quantum computers, 5G mobile technology 
and artificial intelligence, internal as well as external security is still 
largely identified with the ability of countries to take adequate re‑
active and proactive measures. The biggest challenges involve the 
difficulty in identifying potential new areas exposed to cyberthreats 
and the predictability of the nature of threats and effective methods 
of their prevention (Jacuch, 2021). Cyberspace, thus cybersecurity, 
although related to the intensified use of new technologies, is hardly 
a separate sphere of human activity, being strongly connected with 
the traditional domain of international politics (Valeriano & Maness, 
2015). Problems and challenges relating to cybersecurity are becom‑
ing increasingly important in the context of international relations 
(Bockett, 2017). As noted by Senol and Karacuha (2020, p. 17) based 
on analyses of cyberattacks and cyber incidents in many countries, 
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the causes of their serious implications are as follows: insufficient or 
ineffective implementation of cybersecurity regulations and policies, 
inadequate technology and infrastructure, lack of knowledge or lack 
of coordination and cooperation between institutions and organisa‑
tions, etc. Cybersecurity is therefore inextricably linked to cyber ca‑
pacity (Senol & Karacuha, 2020). The cybersecurity-focused discourse 
usually refers to the national dimension of security (e.g. Adamiec et 
al., 2021; Senol & Karacuha, 2020; Chałubińska-Jentkiewicz et al., 
2022). However, the multidimensionality of cybersecurity determines 
the need to also build cyber capacity on the basis of cooperation in 
international relations. Therefore, attempts to implement strategies, 
regulations or to develop policies related to cybersecurity should be 
seen as a natural element of creating security in the international di‑
mension as well. The relevant activities of international organisations 
are therefore necessary and desirable. The specificity of organisations, 
of socio-economic, political and cultural conditions of countries that 
are members of a given international organisation determines a vary‑
ing approach to the implementation of cybersecurity-related tasks. 
This article aims at a description of the structure of cybersecurity in 
the EU, taking into account its most important objectives and charac‑
teristics, followed by a critical and reflective analysis of geopolitical 
conditions and activities in international relations. Another added 
value of the article is a special focus on the implementation of cyber‑
security in the EU in the economic dimension. The article relies on 
institutional and legal analysis, combined with a review of the litera‑
ture and source materials (including documents and normative acts).

CYBERSECURITY: CONCEPTUALISATION

The term cyber tends to be used to describe a concept that is associ‑
ated with data networks, computers, information and communication 
technologies (Jacuch, 2021). The dynamics of the digitisation-related 
sphere implies the need to adapt terminology as well as introducing 
a kind of difficulty in constructing unambiguous and universal defini‑
tions. One example is the lack of consensus on the term cyberspace. Lan 
and Inster (2020) emphasise the uniqueness of cyberspace, combining 
the virtual aspect offering exceptional technical capabilities with the 
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traditional real world, with the boundary between them, importantly, 
becoming increasingly blurred, or even negligible. As defined by the 
European Union Agency for Network and Information Security (2017, 
p. 6), cyberspace is ‘the time-dependent set of tangible and intangible 
assets, which store and/or transfer electronic information’.

Table 1. Selected definitions of cybersecurity
Author/source Year Definition of cybersecurity 

Weiss et al. 2013

‘Cybersecurity encompasses a broad range of practices, tools 
and concepts related closely to those of information and ope‑
rational technology security. Cybersecurity is distinctive in 
its inclusion of the offensive use of information technology to 
attack adversaries.’

Galinec et al. 2017
‘Cybersecurity is not simply synonymous with information 
security, OT security, or IT security, nor is it merely the use of 
information security to protect enterprises from crime.’

Solms & Solms 2018

Cybersecurity is ‘that part of information security which spe‑
cifically focuses on protecting the confidentiality, integrity 
and availability (CIA) of digital information assets against any 
threats, which may arise from such assets being compromised 
via (using) the internet.’

ENISA 2019

Cybersecurity ‘covers all aspects of prevention, forecasting; 
tolerance; detection; mitigation, removal, analysis and inve‑
stigation of cyber incidents. Considering the different types of 
components of the cyber space, cybersecurity should cover the 
following attributes: Availability, Reliability, Safety, Confiden‑
tiality, Integrity, Maintainability (for tangible systems, infor‑
mation and networks) Robustness, Survivability, Resilience 
(to support the dynamicity of the cyber space), Accountability, 
Authenticity and Non-repudiation (to support information 
security).’

INTERPOL 2021

‘Cybersecurity is typically defined as the protection of con‑
fidentiality, integrity and availability of computer data and 
systems in order to enhance security, resilience, reliability and 
trust in ICT. The concept usually covers political (national inte‑
rests and security), technical and administrative dimensions.’

Source: prepared by the author based on: Weiss et al., (2013), Galinec et al. 
(2017), von Solms & von Solms (2018), ENISA (2017), Interpol (2021). 

Similarly, many researchers and institutions or international organ‑
isations have attempted to conceptualise cybersecurity (Table 1). 
Based on a review of the definitions of the term, a couple of conclu‑
sions come to mind:

•	 cybersecurity is a  complex, multidimensional concept that 
evolves over time: from terms emphasising more technical 
aspects (e.g. Weiss et al., 2013) to those of a more comprehensive 

https://www-1emerald-1com-1000033sj01f6.hanbg.uek.krakow.pl/insight/search?q=Basie%20von%20Solms
https://www-1emerald-1com-1000033sj01f6.hanbg.uek.krakow.pl/insight/search?q=Basie%20von%20Solms
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nature – referring additionally to more organisational or strate‑
gic issues (e.g. ENISA, 2017); 

•	 changes taking place in the digital space determine further ad‑
ditions as more and more attention is paid to aspects related 
to risk management (Schatz et al., 2017) or resilience (Tzavara 
& Vassiliadis, 2024).

The multidimensional nature of cybersecurity implies the need for 
an increasingly holistic approach to actions undertaken by govern‑
ments or organisations that aim not only to manage security risks, 
but also to care for data protection or data availability in cyberspace 
(Schatz et al., 2017). Therefore, those activities also have a politi‑
cal or administrative dimension rather than only a  technical one 
(Interpol, 2021).
	 In summary, cybersecurity is a concept that is not easy to define 
unambiguously. In the ongoing discourse, it is difficult to refer to 
one coherent and universal definition. The evolution of this concept 
and the observable variability towards an ever-wider treatment of 
cybersecurity confirms the multi-context nature of the phenomenon. 

THE STRUCTURE AND FRAMEWORK 
OF CYBERSECURITY IN THE EU

In 2001, the European Union obtained the status of Observer Or‑
ganisation to the Cybercrime Convention Committee (Budapest 
Convention on Cybercrime) (European Court of Auditors, 2019). 
Since then, the EU has been actively involved in cybersecurity. 
Some of the first policy initiatives directly or indirectly related to 
the area concerned were as follows: the 2013 Cybersecurity Strategy 
(European Commission, 2013); the 2015 European Agenda on Secu‑
rity (European Commission, 2015a); the 2015 Digital Single Market 
Strategy (European Commission, 2015b); the 2016 EU Global Strat‑
egy (European External Action Service, 2016); the Cyber Defence 
Policy Framework adopted in 2014 and updated in 2018 (Council 
of the European Union, 2018); and the 2016 Joint Framework on 
countering hybrid threats (JOIN(2016) 18 final). The first legal regu‑
lations in the field of cybersecurity included the 2016 Network and 
Information Security (NIS) Directive (Directive (EU) 2016/1148) 
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and the General Data Protection Regulation (GDPR) (Regulation 
(EU) 2016/679). Although the process of implementing cybersecurity 
measures has been going on for several decades, the authorities and 
institutions of the EU have been more active in the area concerned 
in recent years. This applies to both EU initiatives and legislation. 
	 In order to understand the essence of the approach to cybersecurity 
in the European Union, it is important to note several important issues:

•	 the European Union’s actions are multi-contextual in nature: 
the EU is committed to building a secure cyberspace within and 
beyond the organisation – in the forum of global cooperation 
on cybersecurity; 

•	 relevant measures concern both activities undertaken by EU 
institutions and the creation of EU secondary legislation or non‑
-binding legal acts; 

•	 actions taken at the EU level result from the competences con‑
ferred on the EU by the Member States, especially in the field 
of security in general (Treaty provisions – Treaty on European 
Union, Treaty on the Functioning of the European Union). 

Cybersecurity is one of the key elements of the EU Security Union 
Strategy (European Commission, 2020a). The document setting the 
contemporary direction of cybersecurity development in the EU is 
The EU’s Cybersecurity Strategy for the Digital Decade of 2020 (European 
Commission, 2020b). What underlies the strategy is the assumption 
of the essential importance of cybersecurity for ‘building a resilient, 
green and digital Europe’ (European Commission, 2020b). Cyberse‑
curity is usually treated in terms of cyber defence or military actions; 
therefore, it is worth pointing out that the rationale for adopting the 
EU strategy was the belief that due to ever-more frequent attacks on 
critical infrastructure and related disruptive geopolitical or techni‑
cal events, the reliance of sectors such as energy, transport, health 
on networks and information systems, various types of crime have 
a digital component, digital services and the financial sector, along 
with the public sector, are increasingly vulnerable to cyberattacks. 
At the same time, there is a lack of sufficient collective situational 
awareness of cyberthreats as well as inadequate safeguards for fun‑
damental rights and freedoms, including the rights to privacy and 
to data protection (European Commission, 2020b). To address those 
problems, the EU strategy proposes deploying regulatory, investment 
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and policy instruments in three areas of EU action: (1) resilience, 
technological sovereignty and leadership; (2) building operational 
capacity to prevent, deter and respond; and (3) advancing a global 
and open cyberspace (European Commission, 2020b). The strategy 
envisages a number of measures, e.g. (European Commission, 2020b): 

•	 security of Network and Information Systems (NIS); 
•	 building a network of AI-enabled Security Operations Centres 

(SOCs); 
•	 implementing the 5G Toolbox; 
•	 promoting synergies between the civil, defence and space 

industries; 
•	 dedicated support to SMEs under the Digital Innovation Hubs; 
•	 defining a set of objectives for international standardisation 

in the field of cybersecurity; 
•	 expanding cyber dialogue with non-EU countries.

In the field of legislation and certification, particular attention 
should be paid to the implementation of normative acts introduced 
into the EU legal order in recent years and important to the execu‑
tion of the strategy. Table 2 breaks down those acts into the four 
principles (prevent, detect, respond, deter) which determine the main 
directions of action taken at EU level. It is worth noting that the 
regulations mentioned are those relating to the functioning of the 
internal market, e.g. the NIS2 Directive (in the field of resilience 
and responsiveness of selected public and private entities through‑
out the EU), the Cybersecurity Act (concerning the security of ICT 
products, services and processes), the Cyber Resilience Act (the 
protection of consumers and businesses buying software or hard‑
ware with a digital component).
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Table 2. The EU cybersecurity principles and selected actions
Principle Key actions Selected legislation and initiatives

PR
EV

EN
T

Strengthening 
cybersecurity 
across public 
and private 
sectors by 
enhancing pre‑
paredness and 
resilience

The NIS2 Directive (Directive (EU) 2022/2555), or the 
revised Directive on the security of network and infor‑
mation systems, sets out a common regulatory frame‑
work for cybersecurity aimed at enhancing the level of 
cybersecurity within the European Union. It requires 
the EU Member States to strengthen their cybersecurity 
capabilities and introduces cybersecurity risk-mana‑
gement measures. The Directive includes provisions 
related to cooperation, information sharing, supervision 
and enforcement. It covers key sectors such as energy, 
transport, banking, financial market infrastructure, 
healthcare, digital infrastructure, ICT service manage‑
ment (between enterprises) and public administration 
entities.

Establishing 
a European cy‑
bersecurity cer‑
tification frame‑
work to create 
uniform security 
standards

The Cybersecurity Act (Regulation (EU) 2019/881) 
strengthens the role of the European Union Agency for 
Cybersecurity (ENISA) and establishes the European 
Cybersecurity Certification Framework (ECCF). The 
framework defines common cybersecurity require‑
ments and evaluation criteria for the certification of ICT 
products, ICT services and ICT processes.

Enforcing 
mandatory 
cybersecurity 
requirements for 
digital products 
throughout their 
life cycle

The Cyber Resilience Act (Regulation (EU) 2024/2847) 
establishes common standards for products with digital 
elements, including hardware and software. The Act 
requires that products meet cybersecurity requirements 
throughout their life cycle, including automatic security 
updates and incident reporting. Those provisions aim 
to protect consumers and businesses from cyber threats, 
ensuring a safer digital environment. Manufacturers 
will be required to place products on the EU market 
that comply with those requirements by 2027.

D
ET

EC
T

Enhancing cross‑
-border detection 
of cybersecurity 
threats and in‑
cidents through 
robust monito‑
ring systems

The Cyber Solidarity Act (Regulation (EU) 2025/38) 
establishes a European Cybersecurity Alert System, i.e. 
a pan-European network of infrastructure consisting of 
National Cyber Hubs and Cross-Border Cyber Hubs, to 
enhance the coordinated detection of cyber threats and 
common situational awareness.

RE
SP

O
N

D

Improving in‑
cident response 
and crisis mana‑
gement through 
collaboration 
and information 
sharing

Cyber crisis management: relying on EU-CyCLONe 
and the CSIRTs Network to facilitate effective coordi‑
nation during cyber incidents. The Cyber Solidarity Act 
(Regulation (EU) 2025/38) also includes the Cybersecu‑
rity Emergency Mechanism to test critical sectors, set 
up an EU Cybersecurity Reserve and provide financial 
support for mutual assistance.
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D
ET

ER
Implementing 
proactive measu‑
res to prevent 
cyberattacks 
and applying 
sanctions to 
deter malicious 
activities

EU Policy on Cyber Defence (JOIN(2022) 49 final) 
aims to strengthen EU-wide cyber defence capabilities, 
secure the defence ecosystem and foster partnerships. 
The Cyber Diplomacy Toolbox (2017, updated 2023, 
Document No. 13007/17) offers diplomatic measures 
within the EU’s Common Foreign and Security Policy 
to respond to malicious cyber operations targeting 
Member States.

Source: prepared by the author based on: Directive (EU) 2022/2555, Regulation 
(EU) 2019/881, Regulation (EU) 2025/38, (JOIN/2022/49 final), Document 
No. 13007/17, Cybersecurity, https://digital-strategy.ec.europa.eu/en/policies/
cybersecurity (accessed on 24th February 2025).

Table 3 describes the EU’s centres and agencies whose activities are 
focused on the implementation of cybersecurity-related tasks.

Table 3. The EU’s cybersecurity entities
Full name Abbreviation Description

European Union 
Agency for 
Cybersecurity

ENISA

ENISA provides support to the Member States, 
EU institutions and businesses in cybersecu‑
rity, including the implementation of the NIS 
Directive.

Information Sha‑
ring and Analysis 
Centres

ISACs

ISACs facilitate collaboration between cyberse‑
curity communities across different economic 
sectors. The Commission, with ENISA, sup‑
ports the establishment of new ISACs, offering 
legal, technical and organisational assistance.

Joint Research 
Centre JRC

The JRC contributes to EU cybersecurity thro‑
ugh initiatives such as developing a Cyberse‑
curity Taxonomy and publishing reports, e.g. 
Cybersecurity – our digital anchor.

Computer Security 
Incident Response 
Teams / Computer 
Emergency Re‑
sponse Teams

CSIRTs/CERTs

CSIRTs handle cybersecurity incidents, provide 
warnings and cooperate at EU level. Under the 
NIS2 Directive, all essential service operators 
and digital providers must be covered by desi‑
gnated CSIRTs.

European Cy‑
ber Security 
Organisation

ECSO

The ECSO, established in 2016, acts as a stra‑
tegic partner to the European Commission in 
public-private partnerships, focusing on advan‑
cing research, innovation and industrial deve‑
lopment in the cybersecurity sector across Euro‑
pe. The ECSO also plays a key role in building 
a strong European cybersecurity ecosystem 
through collaboration with industry, academia 
and public sector stakeholders.

Source: prepared by the author based on: ENISA, https://www.enisa.europa.
eu/ (accessed on 24th February 2025), Cybersecurity, https://digital-strategy.
ec.europa.eu/en/policies/cybersecurity (accessed on 24th February 2025), 

https://digital-strategy.ec.europa.eu/en/policies/cybersecurity
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity


84

Aleksandra Pleśniarska 

ECSO, https://ecs-org.eu/ (accessed on 24th February 2025), JRC. https://
commission.europa.eu/about/departments-and-executive-agencies/joint-re‑
search-centre_en (accessed on 24th February 2025).

In addition, programmes such as Horizon Europe and the Digital 
Europe Programme provide funding for research on digital security. 
Similarly, the area of cybersecurity is one of the Commission’s priori‑
ties in the framework of investments envisaged in the Recovery and 
Resilience Facility. Support for cybersecurity is also aimed at imple‑
menting measures such as the European Cybersecurity Competence 
Centre (ECCC), helping to create an EU-wide cybersecurity industrial 
and research ecosystem, and the Cybersecurity Skills Academy, ad‑
dressing the critical shortage of cybersecurity professionals within 
the European Union by consolidating existing cyber skills initiatives. 
	 It is also worth mentioning the most recent initiatives, such as the 
Commission’s proposal for a Council recommendation for an EU 
Blueprint on cybersecurity crisis management, or the Cyber Blue‑
print (COM(2025) 66 final), the secure implementation of the 5G 
network in the EU (the Member States, through the NIS Coopera‑
tion Group, together with the Commission and with the support of 
ENISA, developed the EU 5G Toolbox), securing electoral processes 
(e.g. C/2024/3014) and the European action plan on the cybersecurity 
of hospitals and healthcare providers (COM(2025) 10 final).

CYBERSECURITY IN THE EU – IMPLICATIONS 

What distinguishes the approach to cybersecurity in the EU is its link 
with the internal market, especially in the area of the digital single 
market, IT products or consumer protection. According to Cyberse‑
curity Ventures, the need to protect increasingly digitised businesses, 
the Internet of Things (IoT) devices and consumers from cybercrime 
will result in global expenditure on cybersecurity products and ser‑
vices reaching a total of USD 1.75 trillion over the five-year period 
from 2021 to 2025, with the cybersecurity market growing at a rate of 
15 per cent year-on-year. For comparison, the world’s cybersecurity 
market was worth USD 3.5 billion in 2004 (Cybersecurity Ventures, 
2024). Every IT position is now also a cybersecurity post. Every IT 
worker, every technology worker must be involved in protecting 

https://ecs-org.eu/
https://commission.europa.eu/about/departments-and-executive-agencies/joint-research-centre_en
https://commission.europa.eu/about/departments-and-executive-agencies/joint-research-centre_en
https://commission.europa.eu/about/departments-and-executive-agencies/joint-research-centre_en
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and defending applications, data, devices, infrastructure and people. 
The data volume is also of interest; as predicted by Cybersecurity 
Ventures, total global storage will exceed 200 zettabytes by the end of 
2025. This figure includes the storage of private and public data cen‑
tres in the cloud, utilities infrastructure, computer hardware and IoT 
(Internet of Things) devices (Cybersecurity Ventures, 2024). The Eu‑
ropean Union, acting within its powers, has been taking measures 
for the implementation of regulations aimed to protect the internal 
market on the one hand and to support its development in a man‑
ner adequate to the changes taking place on the other hand (e.g. the 
NIS2 Directive, the Cybersecurity Act, the Cyber Resilience Act). 
As pointed out by Farrand et al. (2024), commercial and economic 
security affects cybersecurity and vice versa. In this context, ‘there 
is something of a return to a mercantilist understanding that inter‑
national relations are not about trade-offs between economic goals 
and distinct security goals, but represent a system in which economic 
goals are security goals, and vice versa’ (Farrand et al., 2024, p. 2397). 
At the same time, there are numerous problems and challenges that 
reveal weaknesses and gaps in the implementation of the cyberse‑
curity concept. These include issues of strategic dependence (e.g., 
reliance on foreign technologies and digital service providers), mat‑
ters related to human capital, such as the shortage of cybersecurity 
specialists and insufficient digital skills across society, as well as legal 
challenges, for example, delays in the transposition and implemen‑
tation of key directives such as the NIS2 Directive (COM(2025) 290 
final). As demonstrated by an interesting study by Wang (2023), the 
UN’s norm-making processes on cybersecurity create only minimum 
standards, which reflects a broad understanding that international 
law is not keeping up with the challenges posed by cyberspace, insti‑
tutional linkages would be a way to recouple trade and cybersecurity, 
whereas the soft legalisation of cybersecurity could be seen as a first 
step towards more formal regulations. In this respect, the EU’s actions 
represent an area of good practice and real experience (mainly in the 
field of binding legal regulations as well as initiatives with a more 
political dimension of cooperation, supported by soft law), could 
be an inspiration for other economic communities, such as ASEAN 
(the ASEAN Cybersecurity Cooperation Strategy 2021–2025 mainly 
focuses on the establishment of non-binding standards of responsible 
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state behaviour, based on cooperation in the field of cybersecurity). 
Similarly, activities of organisations such as the OECD aim to point 
out challenges, threats or recommendations to the member countries 
rather than to implement and enforce binding legal regulations.
	 Ensuring internal and external security is an essential function of 
the state. Accelerated technological development is one of the rea‑
sons for the verification of the current security paradigm, especially 
in the digital dimension. Scholars (e.g. Adamiec et al., 2021, Senol 
and Karacuha, 2020) draw attention to the national dimension of 
cybersecurity assurance systems. However, EU action has shown the 
growing importance of and the need for cooperation in this respect 
at the transnational level. It concerns intensified active and reactive 
measures, including political initiatives or cyber diplomacy (e.g. Doc‑
ument No. 13007/17), undertaken within the European Union itself 
as well as in relations with non-Community partners. EU security 
is an area of intergovernmental policy; therefore, the assumption 
of the Member States being the key players in this policy has been 
somewhat revised lately by the growing role of the European Com‑
mission in the area (Brandão & Camisão, 2022). Undoubtedly, the 
events of recent years, such as the COVID-19 pandemic, showing the 
reliance of societies and economies on information and communica‑
tion networks, Russia’s war against Ukraine, leading to more frequent 
cyberattacks and exposing the potential vulnerability of the EU’s 
critical infrastructure, the situation in the Middle East, involving an 
increased risk of terrorist attacks and real attempts to disseminate 
terrorist content via online platforms and networks (COM(2024) 198 
final), have all reinforced the need to intensify transnational collabo‑
ration. The EU has also been active in engaging in cooperation with 
non-EU partners to pursue common interests in cybersecurity policy, 
e.g. the EU–US Cyber Dialogue (December 2023), the EU–Ukraine 
dialogue on exchanging best practices and situational awareness, 
launching the EU’s Cyber Dialogues with India, Japan, the Republic 
of Korea, Brazil, the United Kingdom, the EU–Latin America and 
the Caribbean Dialogue, Regulatory Dialogue between the EU and 
Western Balkans, the EU–NATO Structured Dialogue on Cyber Se‑
curity and Defence. As stressed by Renda (2022), the EU has directed 
its efforts towards promoting non-binding cybersecurity rules and 
standards in third countries, particularly in terms of increasing global 
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resilience for maintaining resilience across Europe. The European 
Union has a very strong cooperation with NATO, but without any 
military doctrine or cyber command of its own in the context of cyber 
warfare. Nevertheless, the EU has included cyber defence in the scope 
of its cybersecurity policy (JOIN/2022/49 final). On the one hand, 
it reflects the importance of cyber defence in the context of taking 
holistic and adequate cybersecurity measures; on the other hand, 
for the EU Member States and non-Community partners, it can be 
treated as a harbinger of a larger European cybersecurity ‘project’ 
(Małecka, 2021, p. 87), or the beginning of a revision of the role of 
the Common Security and Defence Policy or changes in the division 
of competences in the EU. EU action can serve as a global example 
of an active approach by an international organisation which is not 
concerned with military or defence issues, on matters related to the 
implementation of cybersecurity both internally and externally. 

CONCLUSIONS

An in-depth analysis of the cybersecurity strategy together with re‑
lated documents as well as normative acts allows not only to show the 
complexity of the structure and legal framework, but also to articu‑
late an interdisciplinary approach to cybersecurity in the EU. It has 
evolved over time from the economic dimension, taking into account 
technical infrastructure, and then building digital resilience and citi‑
zen awareness. The EU has taken significant steps towards strength‑
ening the security of supply and product chains, enhancing solidarity 
at EU level and increasing its capacity to better detect, prepare for and 
respond to cyber threats and incidents. The EU’s actions and legal 
regulations address many aspects of building a cybersecurity system; 
however, it is a complex and sophisticated process, limited by the 
scope of EU competences or differences in the temporal implementa‑
tion of legal regulations by the Member States. There are also concerns 
about further development in terms of keeping up with relevant 
activities in other areas, e.g. the implementation of cybersecurity in 
the context of AI development. Due to varying organisational and 
cultural conditions, socio-economic development levels as well as the 
desirability of the existence of specific international organisations or 
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economic communities, the solutions implemented in the European 
Union must not be treated as universal and feasible in other regions 
of the world. However, the EU’s experience in undertaking transna‑
tional cooperation for active and proactive cybersecurity measures 
is a sphere of verifying the effectiveness of specific solutions, espe‑
cially those in the economic dimension, which can serve as a source 
of (both positive and negative) inspiration for other organisations 
and economic communities. Further, there are recommendations 
among researchers suggesting that it would be desirable to set not 
only national but also international standards regulating the various 
aspects of cyberspace (Jacuch, 2021), or to recognise a new right to 
cybersecurity in EU law (Chiara, 2024). Assessing the efficiency of the 
legal regulations and solutions implemented in the EU in a longer-
term perspective, taking into account statistical data, as well as its 
activity in relations with third countries, may constitute a direction 
of further research on the development of cybersecurity. 
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